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Hotel/Motel Residence Security Program

By Charles G. Slepian

This guide is an outline of topics, practices and procedures that are to be included in a reasonable security program for a lodging or residential facility.

Because definitive standards of security for these industries remain elusive, various local courts, legislative bodies and industry colleagues have determined what applicable security standards should be. Not surprisingly, you will find there is fundamental agreement about such things as deadbolts, peepholes, lighting and communications. From that point, however, reason, custom and the law will define the standard of reasonable security.

This is meant to serve as a guide. It is not intended to be a definitive work on security. The following has been prepared in outline form. The content is intended to raise questions, stimulate ideas and serve as a rough measuring stick against which to evaluate existing practices and programs.

Topics covered:

· Innkeeper liability for damages
· Negligence
· Security standards for the lodging and residential industries
· Security departments
· Security hardware, software' and electronics
· Risk management
· Cause of lodging and residential crime
· Recognizing high security risk groups at lodgings and residences
· Handling a reported crime
· Appendices (bibliography and relevant cases)
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An Innkeeper's Liability for Damages

Resulting from Criminal Acts

Historically, innkeepers have had the duty to protect all who enter their premises. They were:

Insurers against all crime--liable for all losses from criminal acts.

This rigorous rule had its origin in feudal conditions that were the outgrowth of the Middle Ages.   In those days there was little safety outside the castle and fortified towns for the wayfaring traveler who was exposed on his journey to depredations of bandits and brigands. And he had little protection when he sought temporary night refuge at the wayside inns, established and conducted for his entertainment and convenience.

“Exposed as he was to robbery and violence, the traveler was compelled to repose confidence, when stopping overnight, in landlords who were not exempt from temptations, and hence there grew up the salutary principles that a host owed to his guest the duty not only of hospitality, but also of protection”  Crapo v. Rockwell, 94 NY Supp 1122 (1905)

Insurers against only reasonably foreseeable risks of crime and then only to the extent that they were negligent in failing to offer protection against such crimes.

“A possessor of land who holds it open to the public for entry for his business purposes is subject to liability to members of the public while they are upon the land for such a purpose, for physical harm caused the accidental, negligent, or intentionally harmful acts of third persons or animals, and by the failure of the possessor to exercise reasonably care to: (a) discover that such acts are being done or are likely to be done, or (b) give a warning adequate to protect visitors against harm." Restatement (Second) of Torts-sec. 344

Most modern jurisdictions require that lodgings exercise reasonable care to protect guests and tenants from reasonably foreseeable crime risks.

Reasonableness includes evidence that an attempt was made to discover the likelihood of the occurrence of crime; that a reasonable effort was made to protect against crimes likely to occur; and that adequate warning was given about the existence of danger.

An innkeeper or landlord is likely to be found negligent when criminal acts are foreseeable and his or her response is, in light of that foreseeabliity, unreasonable.

Determining what is foreseeable requires that a reasonably thorough examination of relevant factors be conducted.
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Among the elements found to be indications of the foreseeability of crime are:

· Evidence of past crimes

· Frequency of those crimes

· History of crimes of a particular nature

· Recent increase in community crime rate

· Location in an area that statistically indicates a likelihood of crime

· Security problems posed by the facility's design

· Reports of suspicious persons or activities in the area

· Guest or tenant activities that tend to attract security problems

· Guest or tenants with special vulnerabilities

· Location on the premises of tenants who serve alcohol

· High population of non-guest visitors

· Special events


Lodgings have been found liable for guest injuries and losses in the following places on the property (to name just a few):

· Guest rooms

· Function spaces

· Elevators

· Parking facilities

· Corridors

· Stairwells

· Utility rooms

· Beach and pool areas

· Lavatories

· Bars and restaurants

· Adjacent public streets and parks

· Off property facilities

Plaintiffs have alleged that innkeepers and landlords have shown either a total disregard of the duty to   protect tenants and guests, or that they have been negligent in performing their duty to provide reasonable security under the circumstances.

Among the specific claims made by a singe-plaintiff guest who alleged that property was stolen from his hotel room have been the following:

· Failure to change door locks to rooms following an earlier theft report.

· Failure to change or rotate guest room door locks.

· Making excessive duplicates of keys to guest rooms.

· Maintaining a video camera that was not operable.

· Placing a video system in a manner which did not include the plaintiffs room.

· Failure to regularly monitor the video system.

· Creating a false sense of security through negligent placement of the video system.
· Knowing or having reason to know that persons seen-leaving guest rooms were not registered guests.
· Knowing or having reason to know of a lost room master key without taking corrective action.
· Failure to warn plaintiff of a known security breach.
· Failure to warn plaintiff of known criminal activity in the area.
· Failure to discharge or adequately supervise employee maid believed to be involved in prior thefts.

Guests and tenants have alleged that innkeepers and landlords have been responsible for injuries and resulting damages from criminal acts or for failing to respond to calls for assistance. A wide variety of theories, some very innovative, have been offered. 
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Among the theories used as the basis for liability claims have been the following:

· Failure to install CCTV in public areas.
· Refusal to send personnel to assist rape victim in her room.
· Inadequate bathroom ventilation necessitating leaving the bathroom window open

· Assault by attacker waiting in a guest room after guest left key at the front desk, as instructed.
· Failure to call a doctor for injured guests for a period of two days.
· Failure to protect guest from assault by intoxicated guest after repeated calls for assistance.
· Shooting of a guest because door to guest room opened outward instead of inward.
· Failure to fence off motel from the surrounding community.
· Failure to install heat-sensing devices as evidence of negligent attitude toward security.
· Failure to provide a replacement for a security guard who had gone home early due to illness. 
· Failure to adequately identify employees resulting in assault by impostor employee. 

· Rock thrown through window of a powder room was evidence of prior crimes.
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Negligence

The New York Court of Appeals has described negligence as "acting in a manner that is not reasonable or consistent with prudence and care." What at first glance appears to be a simple definition provided by one of our nation's leading appellate courts, is in fact a significant challenge for security practitioners, insurers and attorneys.

Reasonable, prudence and care have different meanings when viewed under different circumstances. For that reason, practitioners must understand the difference between negligence as a matter of law and negligence in fact as determined by a judge or jury.

Legal Negligence

Generally speaking, the failure to comply with a regulation, code or statute is considered negligence. If a building that houses tenants or guests is required to have installed an operable smoke detector, and such a smoke detector is not installed or is knowingly inoperable, the facility is likely to be found negligent in case of a fire injury in addition to being held responsible under the statute or code. In such a case, the majority of courts will direct the jury to find the defendant negligent or negligent "per se."

Factual Negligence

In the vast majority of cases, negligence is found by invoking a standard of reasonableness under the circumstances. If, for example, the intercom system in an apartment house used by tenants to admit visitors has been out-of-order for several weeks, a "reasonable" person is likely to find the building owner negligent if she knew or should have known about the state of disrepair. If an assailant gains entry because of the owner's negligence and assaults a tenant, the owner's negligence is likely to result in liability and money damages awarded against her.

Liability

It is often incorrectly assumed that negligence on the part of an innkeeper or landlord automatically creates liability for the damages that the plaintiff claims  were experienced by him. Evidence of negligence, and even negligence per se,  do not automatically result in the creation of an obligation to compensate a     victim for tosses. In order for the defendant landlord or innkeeper to be liable in damages for negligence, the plaintiff guest or tenant must show that the   negligent act or omission resulted in the injury complained about. In other words, the negligence must be a cause of the injury.
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There is a never-ending chain of events that can be said to have been the "cause" of an injury. The often spoken "if only l had not" phrase frequently follows a disaster about which many people feel some responsibility. Generally speaking, if the event would have occurred with or without the act or omission, then the act or omission is not regarded as the cause. For example, if a train conductor misses a crossing signal, that omission is of no significance in determining cause if an automobile driver runs into, say, the sixty-eighth car on the train.

                    Negligence Cause of Action

In order for the negligence of a landlord or innkeeper to be judged as the cause of an injury to a tenant or guest, the following four factors must be involved:
· There must exist a duty or obligation under law, requiring a standard of conduct on the part of the innkeeper or landlord for  the protection of tenants or guests against unreasonable risks. 
· There must be breach of this duty owed by one to another.
· There must be a reasonably close connection between the  breach, whether act or omission, and the injury that results.
· There must be loss or damage resulting from the alleged breach.

Reasonable security

Under specific circumstances a facility may require all or some of the following elements. While the kind and number of elements of a security system will vary with perceived risks, most of what follows should be present in a lodging or residential security program.

There should be a sufficient number of properly trained and supervised personnel to meet the needs of crime prevention and patrol, and of responding to the foreseeable risks of crime. All personnel should:
· Have passed a background check. 
· Undergo adequate training.
· Have necessary and appropriate equipment.
· Be given appropriate post assignments.
· Be regularly supervised.
· Have a well-documented personnel and performance record.
· Be well-disciplined.
· Have a neat appearance.

An appropriate hardware, electronic and management system would include:
· All locked doors fitted with the proper hardware affixed to a door and frame of acceptable security rating.
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· An effective key control or entry system 
· A sufficient number of cameras and alarms be installed.
· A documented maintenance program in place for all security and security-related equipment. 
· Adequate lighting installed for all risk areas, including parking lots, corridors and stairwells. 
· An effective communication system for responding to calls for assistance or to reports of crime. 
· Training and updating of training regularly scheduled. 
· A security manual produced and updated as needed to reflect changing equipment and procedures and to  let changed  circumstances. 
· A law-enforcement liaison program established.

· An internal security program developed for protection of business assets and to maintain the integrity of the security  program.

Record keeping should reflect adherence to security procedures so that:

· All employees have a personnel file.
· A record of all personnel training is maintained.
· Maintenance records reflecting preventive maintenance and repair are kept. 
· Daily security assignment coverage is maintained.
· All complaints and investigative actions are reported in detail.
· Records of all security seminars and meetings reflect date, time, place, subject, and attendees. 
· A key control record is maintained to reflect in detail the issuance, duplication and handling of all keys. 
· Attendance and coverage records are accurately maintained. 
· All discipline records are be part of employee files. 
· Community statistic records are reviewed. 
· Records of all security-related equipment purchases, leases or repairs  are kept available for review by the security department.
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   Security Departments

It's not unusual to find hotel and motel chains or even international air carriers that have corporate security departments consisting of only a few people. This generally happens not because the company ignores its security needs, but because the security employees are assigned as staff to various corporate facilities. So while dozens or even hundreds of people may have a full-time or part-time security function, the corporate staff is limited.

Each facility staff member should have a specifically assigned role to play in the security program. From housekeeping and maintenance to front desk and executive management staff, everyone should be trained and encouraged to participate in security programs. Special areas that require total participation of the staff include:

· General disorders and bomb threats
· Fire emergencies
· Overall surveillance
· First aid response
· Maintenance checks
· Parking lot patrols
· Response to calls for assistance
· Record keeping
· Eye witness testimony
· Internal security

Organization

Organizing the staff into a security force requires that the procedures manual contain duties and responsibilities that are identified as belonging to a cross-section of staff personnel. Maintenance personnel may be required to prepare a security report regarding ill-fitting doors, deficient lighting and faulty alarms.

Front desk personnel may be responsible for reporting suspicious persons in or around the lobby or guests checking in with department can serve an important role in the security program and should be assigned an appropriate function.

Training

Training in security techniques should be provided to all staff personnel with emphasis placed on close training. Regardless of primary assignment, as many staff members as are willing should be given an opportunity for first-aid training, for example.
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Special duties

Staff members with special skills and abilities, or who are willing to play a more significant role in the security program, should be given the training and opportunity to do so. Certain individuals may be called upon to cover the CCTV monitors during breaks, or to provide comfort to crime victims as needed, or even be assigned search duties during bomb threats.

Individuals should be assigned to tasks based on their willingness to participate and should have their enthusiasm maintained through regular updated training.

Rewards

A system of rewards for staff participation in overall security programs should be developed. Contributions made by the staff should be publicly acknowledged. Other rewards, either in formal awards, cash, time-off, or special privileges should also be provided.

Relating to the guests

Staff members should convey to guests and tenants the importance that management places on their security. Personnel can demonstrate how to use an in-room safe, remind visitors about locking external doors after a certain hour, or stress the willingness of the staff to respond to questions about security or calls for assistance.

Security officers

For staff whose principal function is security, a specific job description and list of requirements for employment need to be developed. Security officers, whether in a line or staff position, need to meet a wide variety of training standards and personnel requirements to serve with effectiveness and confidence.

This is true whether security personnel are proprietary, contract, or a combination of the two. Sometimes the standards to be met are imposed by statute. Even where this is the case, further and more specific requirements need to be met in order to fulfill the requirements for lodging or residential settings.
Whether security personnel are employees of the facility or are provided under a contract with a security service--or even if they are part-time off duty law enforcement officers--among the things to consider are the following:
· All personnel should have a copy of, and be familiar with, the security manual.
· All personnel should undergo a competent training program emphasizing those subjects that deal with the institution's security needs. 
· All personnel should be readily identifiable as security officers if they are to have public contact.
· All personnel should be issued and trained in the use of appropriate equipment.
· All personnel should be regularly supervised and evaluated with a record maintained of their performance.
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· All personnel should undergo a background evaluation, which can reveal suitability for employment in a lodging or residential setting.
· Contract security personnel should be employed under a contract that sets specific duties and responsibilities for which they can be held accountable.
· All personnel should possess any required license necessary for their employment or for the possession and use of weapons and equipment. 
· All personnel should receive regular up-dated training and testing on their skills and knowledge to their employment.

Thoughtful analysis should be given to the manner in which law enforcement officers are employed. Different regulations around the country govern the employment of police personnel in private security assignments.
In addition, civil liability issues and conflict of interest possibilities may also need to be considered in the decision to utilize off duty police. Decisions on these issues should only be made with the advice of counsel.
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parking lots and health club facilities need coverage because other eyes and ears are not available for security purposes.

· Watch the monitor at all times that these areas pose a risk to security.
· Be prepared to respond effectively to what is being viewed.
· Have a back-up plan during periods of maintenance or breakdown.
· Be prepared to defend your choice of locations to cover when incidents occur in uncovered areas.

Electronic (card-operated) door locks. 
Because maintaining adequate key control has long been a vexing problem for managers of guest and tenant occupied properties, card-operated locks have been looked to as a way to gain better control over room access problems. Programmable door locks offer the advantage of providing a new code for each new occupant, thus rendering the card issued to the former occupant useless. 

To derive full advantage from electronic card-operated locking systems, consider these points:

· For the system to be effective, a computer is needed at the front desk to    reprogram each door and issue new keys for new occupants. 
· The system should be able to remotely void access to pool areas, spas and          other facilities open to guests. 
· Consider a system that allows the use of occupant's personal credit cards for access.
· Consider the advantages of guest cards that allow them to override the deadbolt.
· Some systems record all room entries with date, time and location.
· Decide if you want your employee access system integrated into the room    access installation.
· It is now possible to install an access system that can also control energy management functions, room safes and mini bars and can even be remotely repaired by the        manufacturer over the telephone.

Mini Safes. Because thefts from guest rooms are responsible for the greatest percentage of reported lodging crimes, in-room mini safes have become a popular addition to guest rooms.
In-room safes offer guests the opportunity to lock away possessions that they wish to have with them while traveling, but do not want to carry on their person at all times when out of the guest room. Consider the following before selecting and installing an in-room safe:

· It is not a substitute for the hotel safe provided under local innkeeper statutes, 
And will not afford the same level of security for valuables.
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· The innkeeper's limitation of liability for articles stored in the lodging safe may not apply to the in-room safe. 
· Some in-room electronic safes are charged to the guest on a usage basis.
· The safe should be installed so that the entire unit cannot be removed by the thief.
· Access to in-room safes can be controlled by a variety of electronic card-key-operated or digital systems.
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Risk Management

Once a landlord or innkeeper recognizes a foreseeable crime risk, the question to be asked is: "What steps should be employed to reasonably protect against the risks of crime?" Recognizing that no security program is foolproof, a prudent professional might consider the following suggestions:

Insurance

Maintaining adequate insurance against claims of negligent security is essential. Recognizing that some loss or injury due to actual or alleged criminal acts is likely to occur even with the best security program, insurance is necessary both to defend against claims and to pay damages if awarded.

· Report all losses or injuries to risk management personnel promptly. 

· Prepare adequate reports of security incidents.

· Keep a record of names and addresses of witnesses and emergency personnel responding to the scene. 

· Have an accurate record of all personnel on-duty at the time of the incident. 

· Note the condition of all security equipment at the time of the incident.

· Anticipate and be prepared to testify to the integrity of the security program at the time of the incident. 

· Limit access to the scene to authorize personnel only.

· Ensure that medical care, if needed, is quickly provided.

Selection and Use of Security Equipment

It is ironic that sometimes those who spend the most on security are found liable to tenants and guests on a theory of negligent security. This sometimes occurs because the installation of security equipment brings with it the duty to operate it without negligence. In alleging security negligence, the plaintiff is as likely to allege that "security wasn't watching the monitor," "the door lock was broken," or "the lights were burned out" as to claim that "there was no CCTV and should have been," "the lock was of the wrong quality," or "the lighting wasn't of sufficient intensity."

As these allegations indicate, not properly utilizing an investment in security equipment can be as bad or worse than not making the investment at all, in some cases. When selecting security equipment consider the following: 
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· Will it do what I need done?
· Can I provide adequate maintenance?

· Can I interpret the information it provides?
· Is the system user-friendly?
· Can I respond to all of the hazards it identifies?
· Will the staff really use it?
· Do existing conditions call for this kind of investment?
· Am I implicitly promising guests and tenants more than I can deliver with this equipment?
· Can I afford to devote the percentage of my budget needed to purchase and maintain this security enhancement? 
· Can I accomplish greater security through increased training?

Procedures and Training

The development of a clearly defined procedures manual is the backbone of the security program. The procedures manual not only directs the security effort, but also serves as evidence that security considerations have been carefully and logically thought out. Through a carefully designed training program, all personnel involved in security will become qualified and competent to carry out their assigned duties. Developing training and procedures calls for consideration of the following:

· Set forth the organization's security philosophy. 
· Identify the central authority for establishing security procedures, and the mechanism for developing them. 
· Develop a table of organization for security personnel.
· Develop a separate security manual for security officers.
· Identify security-related procedures for all staff members,
· Develop procedures for use and maintenance of security-related equipment. 
· Develop procedures for establishing identification systems, 
· Identify the security budgeting process.
· Develop training standards.

· Provide necessary documentation and record-keeping.
Lighting

Good lighting is an important crime deterrent and prevention tool. Darkened corridors, stairwells, parking lots and lightly traveled areas are often primary locations for crime against unsuspecting victims. Lighting considerations should include the following:
· Suitability of the lighting choice to the location.
· Does the illumination allow the viewer adequate visibility and surveillance of the area?
· Are glare and shadows avoided?
· Is the lighting construction vandalism-resistant?
· Does the lighting maintenance program ensure that illumination level is kept constant?
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                     Cause of Lodging and Residential Crime

Over the last decade the speed of crime throughout communities across America has been frightening. No region of the country has been spared from this growing problem of crime.
Suburban communities, often the least prepared to deal with serious crime problems, have seen the fastest rate of growth. The problem has spread into community institutions that were spared in the past. Schools, office buildings, shopping malls and even houses of worship have had to install alarm systems, metal detectors, and x-ray devices and employ security personnel, sometimes armed, to provide reasonable security.
Lodgings as a Crime Target
In such an environment, increased crime in lodgings and residences should not come as a surprise. In considering the reasons for increased crime on private property, it's important to remember that community standards affect lodgings and residences whose employees are drawn from the surrounding community and who must rely on that community for services.
Lodgings in particular are often looked at as targets for local criminals, who see a fertile source of victims carrying cash and valuables. It is also common to find criminal elements from adjacent neighborhoods or those who are even willing to travel relatively long distances for the promise of a good haul from unsuspecting victims.

Among the leading causes of lodging and residential crime are:

Employee dishonesty, believed to be the single greatest source of hotel larceny. Failure to adequately screen and supervise employees with access to guest property and the unwillingness or inability to secure their belongings contributes greatly to this problem.
Failure to recognize and respond to patterns of community crime, which are often predictors of lodging and residence crimes. Lack of communication and cooperation among industry members and local police in sharing information and security techniques causes unpreparedness to remain as an aid to criminals.
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Inadequate maintenance of security systems (especially lighting) encourages loss and injury. Failure to develop a responsive maintenance program emphasizing the importance of efficient replacement and repair programs is the most frequent cause.
Absence off effective security procedures, which inhibits the establishment of crime prevention and assistance response programs. This further enables criminals to work lodgings and residences. Simple training in security procedures for employees, guests and tenants can reverse some of this.
Lack of training in effective techniques in security management to upgrade sub-standard security performance by departments that fail to respond to foreseeable crime risks. Training in patrol and surveillance techniques that maximize manpower usage and the selection and use of appropriate security equipment can reduce crime incidents.

Ignorance and carelessness on the part of guests and tenants invites injury and loss. Making guests and tenants conscious of crime risks and aware of practices that enable crime to flourish can result in changed practices likely to reduce victimization.

Purchase of inferior hardware and security apparatus and carelessness in installing effective security devices makes criminal conduct easier. Innkeepers and landlords need to avail themselves of objective professional advise when guidance is needed in acquiring and using security equipment.

Inadequate supervision of security employees and staff with security-related responsibilities reduces security effectiveness. Programs designed to train and motivate supervisors and help them develop the skills and performance of subordinates can improve overall effectiveness.
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Recognizing High Security Risk Groups at

Lodgings and Residences

Certain categories of lodging guests require special security consideration because of behavior patterns, special needs, cultural differences or other characteristics that cause security problems to develop. These individuals and groups require special attention to ensure that their stays do not result in preventable losses or injuries to themselves or others.

Foreign visitors frequently have special language problems in reading and understanding security procedures, using security equipment, and responding to warnings of dangerous conditions. These visitors are often victimized by criminals in and around the property, because they are tricked or misled into placing trust in dangerous individuals or bad advice.

Efforts should be made to ensure that foreign visitors in particular understand how to call upon security or protect themselves from foreseeable crime risks.

Convention guests, or large groups, are frequently targeted by burglars, prostitutes and con artists because of the ease of penetrating the group and learning about patterns of movement and conduct. In addition, parties, hospitality suites and banquets encourage a festive attitude, which often results in poor security practices by attendees.

Convention guests should receive special reminders about security hazards, should be encouraged to practice stringent requirements concerning the use of deadbolts, chains and peepholes, and encouraged to cooperate with overall lodging rules and security personnel.

Women traveling on business now represent 40 percent of business travelers. These women, often traveling alone, have in recent years become the victims of especially brutal crimes including assault, rape and murder.

Innkeepers must take every reasonable precaution to shield women travelers from unnecessary risks. Care should be given with room assignments, and every effort made to place women on notice of foreseeable risks.
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Women should be encouraged to seek assistance from security and other staff in correcting any problems they perceive as soon as they are experienced. Staff should be trained to respond to these needs quickly, efficiently and in a dignified manner.
 Airline flight crews, and particularly female members of these crews, have been identified by criminals as targets because the regular patterns of their stays are so easy to identify. Blocking of flight crew rooms, while an expedient method of management for lodgings, has made finding the rooms and the guests easier for criminals.
Room thefts and personal assaults are higher than average for these crews. Security must pay special attention to loiterers on floors occupied by airline flight crews. Security must also carefully control keys to unoccupied rooms.
Student groups, especially those attending proms or other school functions, often lack adequate supervision to ensure that they conform to rules and procedures. These groups need to be advised of rules concerning congregating in hallways, drinking alcoholic beverages on the premises, and general conduct that can be an annoyance to other guests.
Room damage and fighting are not unusual at these events and more serious crimes, such as narcotics use, rape, and even homicide have occurred in lodgings hosting student events. Special attention and carefully developed and enforced rules need to prevail.
Trade shows, especially catering to industries involved in valuables such as jewelry, furs and electronics, attract thieves from all over the world. It is not uncommon for guests to carry valuable gems, for example, in briefcases or on their person.
Adequate provision should be made for safeguarding valuables and encouraging guests to avail themselves of these facilities. Aside from room security concerns, safe deposit boxes and in-room safes become of special interest to professional thieves at these events.
Group tours, because of their scheduled departures and the practice of leaving luggage and purchase in lobbies, storage rooms and unattended in guest rooms, suffer a high incidence of loss. Missing luggage, or contents removed from packed bags not to be discovered until arrival at the next destination, are frequent experiences for group travelers.
Room security and (in particular) secure facilities for storage of guest belongings must be a top priority when handling the group travel market.
Celebrity guests, especially entertainment groups or sports teams,
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regularly suffer attempts by fans, the curious, and persons with criminal intent, to accost them in public spaces, on sidewalks around the lodging, and even in their rooms. When such groups are staying at a lodging, the security department should activate special security precautions for increased lobby and floor patrols and have procedures ready should crowd control become a problem. 
Special Problems of Residential Security

Apartment complexes, whether rentals, condos or cooperatives, have been the site of increased burglaries and assaults in communities across the country. These facilities, especially the more modern ones that offer spas, pools, lounges and other recreational facilities, offer increased patrol challenges that require carefully thought out electronic security applications.

Office, restaurant and shopping facilities incorporated within a residential development vastly increase the number of authorized entries onto the premises. Consideration should be given to separating entrances and parking facilities for different uses and carefully controlling access from one to the other.

Electronically closing off access ways and parking areas after business hours and restricting pedestrian access on a scheduled basis are among the possible approaches.

Condominiums may at times be rental properties with a regular turnover of tenants. Being able to identify who is in residence and authorized to use the facilities is of obvious concern. Tightly written rules of the condo that not only limit the use of the facilities to authorized persons but ensure compliance with all rules and regulations are essential.

Security's role in developing rules and enforcing them is crucial to the success of the security program. In particular, security's authority to make arrests on behalf of the condominium or to order eviction of owner's tenants need to be carefully thought out.

Apartment house complexes have numerous security problems because of the difficulty in controlling access both into and out of buildings and within the buildings themselves.

Among the many security considerations are the following:

· Where doormen or other lobby personnel are not employed, controlling the use of electronically locked front doors as to limit the likelihood of entry by criminals. 

· Maintaining effective key control and maintenance systems for perimeter locks.
· Creating effective building security patrols, including tenant patrols where needed.
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· Closing off access to roof tops, basements, non-emergency stairwells and utility rooms to all but authorized personnel.
· Maintaining security in storage areas through effective access control systems. Installing locks, alarms and CCTV where possible.
· Enforcing building rules effectively and terminating tenancies for violators where possible. In particular, acts of vandalism, loitering, rowdy conduct, and the use of apartments for illegal activities such as drug sales and prostitution should bring swift sanctions from management.
· Developing and adhering to preventive maintenance programs for security-related equipment. Replacement of damaged locks, broken windows and doors, failing lights, and faulty intercoms and television require a high priority.
· Be sure that building employees undergo reference checks, and that current personnel data are maintained.
· Stay aware of current statutory and code requirements and adhere to them.
· Alert tenants to all known dangerous conditions and help them with information on how to protect themselves and their property.
· When contracting for security personnel or alarm response systems, make sure you have clearly defined the scope of the service to be provided, as well as the responsibilities of the contractor to notify management of any change in conditions affecting the contractor's performance.
· Make sure a professional security survey and risk analysis has been performed; keep it up-to-date.
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Handling a Reported Crime

Security negligence litigation has risen dramatically in recent years. In response to increasing crime rates, victims, seeking some sort of compensation for losses and injuries, have turned to suing innkeepers and landlords who have a duty to provide security for them.
It is important that landlords and innkeepers be prepared not only to respond quickly to assist crime victims and prevent against future similar acts but also to prepare for a negligent security claim filed against them by a victimized tenant or guest.
Defending Against Claims

As pointed out in earlier chapters, plaintiffs claiming negligent security may base their allegations on one or more "deficiencies" in the security program that they claim as a proximate cause of their loss or injury. The defendant will be called upon to counter these claims with evidence that not only was the security program adequate under the circumstances, but also at the time of the event it was functioning properly.
To assist in defending against lawsuits of this kind, security personnel should consider the following:
· Have prepared for review a complete report of the incident. Include statements of all witness with their names, addresses, and telephone numbers. Be sure that the names, identification numbers, and agencies of all responding police, emergency, or other public officials are also available.
· Be sure that any security-related documentation, such as security logs and maintenance records for security equipment (door locks, communications equipment, CCTV systems) are preserved.
· Assemble as quickly as possible the history of all criminal acts occurring within the past 12 months.
· Assemble and secure all personnel records of security officers and other  personnel who may have had any duty with respect to security.
· Be prepared to demonstrate that the security department was conducting its duties in accordance with the procedures set forth in its security manual.
· Have evidence of a professionally conducted security analysis in support of the reasonableness of the security program in effect  at the time of the incident.
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· Be prepared to produce the training records of all security 
personnel on duty at the time of the incident. 

· Be able to demonstrate that community crime levels did not call for security levels in access of what was in place on the date of the incident.
· Do not provide any data on the incident beyond making an initial 
      report as directed by management without the advice of legal counsel.
· Be sure that all of the victim's needs for immediate medical care are the first priority of the security force, and that all efforts made on behalf of the victim are carefully recorded and preserved.
· Secure and identify all physical evidence for law enforcement personnel. Note any evidence removed from the premises by law enforcement in a preserved record. In securing such evidence, be sure to avoid disturbing it in any way that would affect its investigative value.
· Maintain liaison with risk management personnel to ensure that contact is maintained with all individuals whose testimony may be needed later to support the effectiveness of the security program.
· Preserve all contracts for security and maintenance services in effect at the time of the incident.
· Stay in touch with law enforcement personnel on the progress of any investigations and notify risk management or legal counsel of any arrests in the case.
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